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Security Challenges in a Pandemic

* Very Little Time to Prepare

* Everyone. All at Once.

* Massive increase in Surface Area

* Non Standard Software and Procedures
* Panic and Chaos

e Surge in Cyber Attacks
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Security Challenges in a Pandemic

“This may be the most

dangerous time to be online,”

--Daniel Markuson, a digital privacy expert at NordVPN Teams
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1. Make sure your Remote Desktop is Secure

* Secure
* Remote Desktop Gateway
* VPN to your Office

* Not Secure

* Opening RDP Port 3389 on your Firewall
* Changing the RDP Port
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2. Don’t Click that. Just. Don't.

* 667% Increase in Coronavirus Phishing Attempts

in March 2020

* Coronavirus Relief Checks
* Centers of Disease Control
* You have a new Voice Mail

* Track a Package
* Spear Phishing is also on the rise
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3. Protect your Home Network

*  Your Home Network is now a new Attack Vector
* Have a separate WiFi router for Work

* 16-24 Character Admin Password

* 16-24 Character WiFi Password

* Network Name don’ts (SSID)

e Don’tuse the default

* Don’tuse your Name, Address or Phone Number
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3. Protect your Home Network

e  Turn off:

Plug ‘n Play (UPnP)
* Remote Management

*  WiFi Protected Security (WPS)
*  Turn On:

. Router Firewall

* Keep the Router Firmware Updated
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4. Don’t be a Victim of Zoomboming

* Set Meeting Passwords

 Use Random Meeting IDs

* Enable Waiting Room

* Control who can Share and Chat
* Lock the Meeting

e Use Microsoft Teams instead
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5. Work is for Work

 Don’t Share Your Work Computer with:
*  Your Kids
*  Your Partner
* Anyone
*  Your Work Computer should not be used for:
* Gaming
* Streaming
* Chatting
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The RIGHT Path to the Cloud for Dynamics GP Customers

* You Keep ALL of Your Data
* You Keep ALL of Your ISV Solutions
* You Keep ALL of Your Functionality

* You Get all the cool new cloudy features

* NO Expensive, Time Consuming Implementation
Project!

* You Get World Class Security and Ransomware

' POWERGP
Protection e



PowerGP Online is Also... Unique

PowerGP Protect

PowerGP Connect
RESTful API

Power Bl
PowerApps
Flow

Multi-Factor Auth
Single Sign On

®

Bundled ISVs
GPUG Membership

PowerGP Mobile

PowerGP Import

PowerGP Exclusive
Features

FREE Upgrades for
Basic and Standard
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Transaction Mapping

Match the transactions from your bank to transactions already existing in Dynamics GP by dragging and dropping the imperted transaction on the left to the GP transaction on the
right.

Start Date:  Mi/ddivyyy = End Date: | MM/ddiyyyy CheckBooklD: | Testto checkbook Show Mapped

Remaining transactions can be imported into Dynamics GF into Bank Reconciliation directly. Transactions missing from Accounts Payables should be entered in that module and
not imported into Bank Reconciliation.

Banking Transaction

Imported Bank Transactions GP Transactions

Total  (11)
Total (73)

Mapped (3)

Date Description Amount (§) Date Description Amount (3)
0314/2020 Travel Airlines and Aviation 5 5500.00

04/15/2020 Payment, Credit Card 525.00
03132020 Food and Drink, Restaurants, Fas 312.00

04/15/2020 Travel Taxi 03132020 Food and Drink,Restaurants, Cof $4.33
0311/2020 Transfer,Credit §4.22
04/14/2020 Transfer,Debit £5,850.00 02/18/2020 for new stuff T400.00

02172020 for new stuiff 3400.00

04/14/2020 Transfer,Deposit 51,000.00
02M10/2020 Transfer, Credit 54.22

Travel Airlines and Aviation ; . 01/29/2020 Travel, Taxi $6.33 /
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